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PART 1 - GENERAL

1.1 INTRODUCTION

A. This document provides specification, description, functional requirements, characteristics and criteria for a Security Management Automation Control System (SMACS). The following functional system description provided herein will supply the necessary information to specify a true multi-user, multi-threaded and multi-tasking security management control system.  The mission of this specification is to identify a vendor capable of providing as a minimum, a single system capable of providing access control, intrusion detection, intercom capabilities, two-way radio messaging, text-to-speech, electronic sign control with custom message displays based on events, analog input capabilities, interactive graphical interface control and monitoring with fully programmable images/icons, temperature control, lighting control, ASCII serial string output based on event, PLC drag and drop ladder logic programming, utilizing Echelon neuron chip technology with 7-Layer OSI protocol of which 6 layers exist in silicon with a Echelon-C Neuron programmed 7th layer for explicit and implicit messaging and true distributed control networking providing global peer-to-peer communications.

B. The SMACS shall include all computer hardware, software, intelligent 4R-ACP-12V Remote Terminal Unit (RTU) panels, communication devices, card readers and keypads, control access cards, I/O boards, power supplies, conduit, enclosure, mounting hardware, and all other equipment indicated on the contract drawings, and as specified herein.  All material provided under this SMACS specification shall be of the manufacturer’s standard, Commercial Off-The-Shelf (COTS), cataloged products.

C. System Definition: Where the term “System” is used, it shall refer to a local system consisting of a host computer, designated workstations, control panels, remote sites (utilizing the host database/program) and associated detection and notification devices operating together as a system. A single host computer shall be responsible for system logic programming and cardholder database management but shall not be used to implement nor route global logical commands.  It shall not be interpreted as several computers with several card databases sharing information over LAN or WAN topology. For comparison purposed “System” shall refer to one system, in one location, controlling the maximum number of panels and components, running one version of system software. 

1.2 SYSTEM CAPACITY REQUIREMENTS
The system prescribed herein shall have as a minimum but not be limited to following capacity requirements:

· Client Workstations.

Software shall support virtually unlimited number of Client workstations communicating over LAN or WAN (Ethernet).  In the event of computer failure, replicated databases tables shall provide immediate system recovery.

· Cardholders.

System shall be capable of managing over 1 million cardholders in a single Central Database with the ability to process a minimum of 50,747 cardholders at any one Access Control Panel without host intervention.

· Access Levels.

The number of access levels shall be based on the number card readers in a system.  There shall be no software limitation on access levels or card groups.  As a minimum, the number of access levels in a single system shall be equal-to (the number of card readers divided by 2) multiplied-by (the number of card readers plus one).  Thus, if one 4-Reader access control panel is used, 10 access levels are available.  If five 4-Reader access control panels are used, 210 access levels are available.  The system shall be able to support over 8-billion access levels with up to 128,000 card reader inputs on a single CPU operating LonTalk protocol communicating to panels utilizing Echelon neuron chip technology.

· Readers.

The SMACS shall support a minimum of 128,000 card readers processed by a single database running the newest version of GFM-Elite software. Each reader access control panel shall be capable of processing a minimum of 50,747 cardholders without host intervention.

· Supervised Inputs

The SMACS input point on any panel supporting inputs shall support two-state, three-state end-of-line, three-state series, and four-state supervised inputs via 10-bit analog-to-digital converter signal conditioned inputs with ESD and EMI protection.  The minimum number of inputs supported shall be 32 per RTU multiplied by 32,000 RTU panels (1,024,000 inputs) without host intervention.

· Analog Inputs
Any input point in the SMACS shall be configurable to accept analog input information in addition to dry contact.  Analog input information shall be displayed in several graphical manners on the computer screen with control of minimum and maximum scale parameters, and three programmable threshold levels with the ability to cause three separate alarm conditions anywhere along the scale of minimum to maximum.

· Outputs

SMACS Output RTU panels shall control 16 Form-C, 6-Ampere, 300VAC rated relays. SMACS shall operate 32,000 nodes (RTU) with 16 relays per node (768,000 relays) without host intervention.

· Logical Matrix Programming
Logical system programming shall be accomplished through the use of ladder logic programming with a minimum of fifty-six logical tools for determining the logical function of each point.  The use of AND, OR, XOR, NOT, NAND, NOR, PULSE, DELAY, COUNT, ONE-SHOT, SET-ON, SET-OFF, as well as forty-four other point definitions shall be unlimited in ladder programming.  Any point shall have the ability to control any other point in anyway, sequence or schedule scheme. 

· Communications

The SMACS shall operate using the latest version of LonTalk automation language operating at a minimum of 78 kb/s.  Free topology shall be possible between control panels supporting loop, daisy chain, buss or mixed topology.  The SMACS shall be capable of using Alternate Gateways to provide a convenient way to replicate log files on another Server computer while also allowing command and control functions to be performed from the Alternate Server. The SMACS shall be capable of connecting several Alternate Server computers to the network and/or be configured as Dual Redundant Servers. The SMACS shall posses the capability of providing automatic replication of cardholder database and project files.

· Holidays

SMACS shall provide each panel with a minimum of 1-32 user definable holidays per year.

1.3 GENERAL SYSTEM DESCRIPTION

A. The work covered by this Specification shall include all labor, equipment, materials and services to furnish, install, and test a turnkey, microprocessor-controlled, LonTalkTM communications protocol based Security Management Automation Control System (SMACS) as described in this document and as indicated on the contract drawings.  

B. The SMACS offered by the Contractor shall support card transactions/point identification from each device and from each activated alarm.  The SMACS shall also provide supervised wiring between all devices and RTUs capable of two, three or four state supervision with all functions to operate as herein described and as shown on the contract drawings that are part of this specification.  The system shall also be capable of accepting analog inputs for any input point of any SMACS control board accepting inputs and displaying an interactive graphical representation.  The system shall provide a means of setting analog information parameters by prescribing the maximum and minimum inputs represented on the graphical screen, thresholds with two separate alarm points possible.  Any programming point whether input, output, virtual or analog shall be capable of causing an event in any other input, output, virtual or analog point in any combination or logical sequence.

C. The SMACS shall operate on the Windows 2000/XP operating system in a Client/Server configuration on a high performance IBM compatible Pentium processor personal computer.  The SMACS shall be designed to expand from a single user, single site to a multi-user, multiple location, and distributed system.  The Multi-User/Multi-Tasking SMACS (Global Facility Manager – GFM, or GFM Elite) shall use the Windows 2000/XP operating system on the Server (Host) and shall use Windows 2000/XP operating software with Client Workstations (Client).  Both versions shall use the Neural International, 4R-ACP-12V RTUs and associated I/O boards and controls.  
D. The multi-user, multi-threaded and multi-tasking SMACS shall support more than 1 million cardholders managed from a single host Central Database with 50,747 cardholders having access to any one Access Control Panel without host intervention.  
E. The SMACS shall support up to 32,000 RTU panels, and up to 128,000 access-controlled doors. 

F. SMACS shall support “Text-To-Speech” messages to be added to any input, output, system alarm or general (virtual) point with virtually unlimited characters for custom operator audible alarm notification.  

G. SMACS shall provide the option to “Announce” the User and the reader Location of persons accessing a system reader. This option shall be available to the operator during the issuance of a new card or selected as an option at any time by an operator with proper authority. 

H. SMACS shall provide the ability to detect and cause an alarm condition based on internal panel self-diagnostic alarms such as 

1. Panel Status

2. Panel Tamper

3. Main Power

4. System Battery

5. RAM Battery

6. 5 VDC Aux Power

7. 12 VDC Aux Power

8. A to D Fail

9. Communication Failure

10. Door Forced (independently for each doors)

11. Door-Open-Too-Long (DOTL), (independently for each doors)

12. Invalid Read (for all four doors)

I. SMACS shall be capable of displaying graphical icons, select cameras, pop-up alarm camera to main SMACS screen, broadcast custom, natural voice files over PA, two-way radio or other audio system, produce custom “Text-to-Speech” operator messages, display custom written operator instructions, provide operator comment screen for each alarm condition with integral acknowledge and clear buttons.

1.4  NETWORK COMMUNICATIONS 
A. The SMACS shall be capable of communicating over Echelon-LonTalkTM, TCP/IP Ethernet, RS-232, RS-422 and RS-485 protocol or any combination of these. 

B. All panels connected to the SMACS shall provide True peer-to-peer, distributed control network capabilities requiring no host intervention for any control logic functionally or cardholder database information retrieval.  

C. Each panel shall contain the portion of program logic programming and cardholder database information necessary to carry out all logical functions and cardholder validations assigned to that panel.  

D. Each panel shall be capable of working at 100% capacity in a standalone configuration.  At no time shall the host computer create a “Single-Point-of-Failure” by disabling logical controls or cardholder database information retrieval in the event of communications lost with or catastrophic failure of the computer.    

E. The SMACS shall provide true event driven stand-alone RTU panel hardware operation with self-diagnostic alarm features.  Panel operation will not be reduced to a security compromised degrade mode when the Host is off-line.

F. Self-diagnostic alarm features will include automatic detection of Host communication, and Peer-to-Peer communication failures.

G. All SMACS control panels and components shall contain and operate using a “Neuron Chip” and conform to the communications and protocol standards set by Echelon Corporation. 

H. The SMACS shall provide protocol extensions to allow interfacing to LonWorksTM based products using Standard Network Variable Types (SNVT).  This allows LonWorksTM based Building Automation Systems (BAS) to integrate with the SMACS directly.  

I. The SMACS shall use Echelon’s LonWorksTM technology and the LonTalkTM network protocol with Neural Net Gateways to implement all seven layers of the international Open Systems Interconnect (OSI) communications model.  This protocol shall be imbedded in Neuron Chips in every RTU panel.   

J. Workstations shall use TCP/IP protocol to communicate with the database server, allowing for local workstation access using a local area network.  Communications between the RTUs and the Host shall be accomplished through a Neural Net Gateway driver.  The Neural Net Gateway driver shall be loaded onto a single Host or onto multiple PC’s thus allowing direct wire, twisted pair interconnects.

K. The Host Server PC shall have a Pentium III based 500 MHz or higher microprocessor with at least 128 MB of RAM and Windows 2000/XP operating system.

L. The SMACS shall be scalable from one to 32,000 RTU panels (nodes, subdivided into 253 sub-nets) within a single system.  A single system can consist of multiple network segments with a maximum of 62 nodes per network segment.  Segment length can be up to 2700 meters (8000ft) with AWG #16 twisted pair wire.  Additional segments are added to the network through routers and repeaters. 

M. The SMACS shall be able to provide automatic log file replication through a Neural Net Alternate Gateway and an Alternate Host computer where necessary.

N. The SMACS shall be able to provide multiple Alternate Hosts.

O. The SMACS shall be able to provide network traffic filtering.
1.5 REMOTE TERMINAL UNITS (RTU)/ READER CONTROL PANELS
A. All SMACS four-reader RTU control panels shall be 4R-ACP units produced by Neural International.

B. All SMACS, four-reader RTU panels shall contain all necessary inputs, outputs and reader connections necessary to fully process, control and monitor the following door components:

1. Wiegand compatible output Reader.

2. Door position switch.

3. Request-to-exit sensor.

4. Electrical door locking mechanism.

C. In addition to card reader/door control capabilities, each 4R-ACP, RTU’s shall also provide:

1. Eight (8) Auxiliary, ladder-logic/icon programmable inputs, dry contact or analog.

2. Four (4) Auxiliary, ladder-logic/icon programmable, form “C”, 5-ampere contact, relays.

3. Sixteen (16) ladder-logic/icon programmable, “Open Collector”, (sinking) outputs, capable of sinking 120ma each.

D. Each 4R-ACP, RTU control panels shall be capable of processing 50,747 cardholders each.

E. All inputs on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All input, output and general points shall be capable of providing a minimum of 74 ASCII character output string.  

F. All outputs on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All input, output and general points shall be capable of providing a minimum of 74 ASCII character output string.  

G. All general (virtual) points on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All input, output and general points shall be capable of providing a minimum of 74 ASCII character output string.  

H. All inputs on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

I. All outputs on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

J. All general (virtual) points on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

K. The SMACS RTU panels Ladder Logic shall provide delay functions with a range of 1 to 32,767 seconds. 

L. The SMACS RTU panels Ladder Logic shall provide re-triggerable pulse functions with a range of 1 to 32,767 seconds.

M. The SMACS RTU panels Ladder Logic shall provide counter functions with a range of 1 to 32,768.

N. The SMACS RTU panels Ladder Logic shall include analog ladder commands to provide analog greater-than, less-than commands for differential threshold control.

O. The SMACS RTU panels Ladder Logic shall provide standard door group build and delete functions.

P. The SMACS RTU panels Ladder Logic shall provide Card Group, Card Number, Card Type, and Card Reader point status functions for individual office, elevator, and lighting control logic functions.

Q. The SMACS RTU panel hardware shall provide supervised invert/normal inputs for two-state, three-state series; three-state end-of-line, four-state, or input point analog operation.

R. The SMACS RTU panel Ladder Logic shall provide group release and group close and multiple doors interlock functions for detention facilities.

S. The SMACS RTU panel Ladder Logic shall provide intercom-switching functions to implement radio button style break-before-make operation.

T. The SMACS RTU panel hardware shall provide 32 virtual (general) points in memory that can be programmed in the Ladder Logic to store intermediate ladder rung evaluation status.

1.6 REMOTE TERMINAL UNITS (RTU)/ INPUT CONTROL PANELS
A. All SMACS thirty-two input RTU control panels shall be 32-RL-12V units produced by Neural International.

B. Input RTU control panels shall provide a minimum of 32-inputs each.  All inputs shall be configurable for two-state, three-state series; three-state end-of-line, four-state, or input point analog operation.

C. All inputs on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All input, output and general points shall be capable of providing a minimum of 74 ASCII character output string.  

D. All general (virtual) points on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All input and general points shall be capable of providing a minimum of 74 ASCII character output string.  

E. All inputs on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

F. All general (virtual) points on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

G. The SMACS RTU panels Ladder Logic shall provide delay functions with a range of 1 to 32,767 seconds. 

H. The SMACS RTU panels Ladder Logic shall provide re-triggerable pulse functions with a range of 1 to 32,767 seconds.

I. The SMACS RTU panels Ladder Logic shall provide counter functions with a range of 1 to 32,768.

J. The SMACS RTU panels Ladder Logic shall include analog ladder commands to provide analog greater-than, less-than commands for differential threshold control.

K. The SMACS RTU panel hardware shall provide supervised invert/normal inputs for two-state, three-state series; three-state end-of-line, four-state, or input point analog operation.

L. The SMACS RTU panel hardware shall provide 32 virtual (general) points in memory that can be programmed in the Ladder Logic to store intermediate ladder rung evaluation status.

1.7 REMOTE TERMINAL UNITS (RTU)/ OUTPUT CONTROL PANELS
A. All SMACS sixteen-output RTU control panels shall be 16-IN-12V units produced by Neural International.

B. All SMACS output RTU control panels shall provide a minimum of sixteen, form “C”, output relays each, with contacts rated for a minimum of 5-ampere.  

C. All outputs on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All outputs and general points shall be capable of providing a minimum of 74 ASCII character output string.  

D. All general (virtual) points on SMACS RTU panels shall be programmable to send an ASCII serial command output via selectable host serial ports for the control of external equipment. Scripted output will be available from any point status change through an additional serial RS-232 interface for CCTV recorder control, PTZ camera positioning, electronic sign control, pager annunciation or any other device accepting ASCII serial commands. All outputs and general points shall be capable of providing a minimum of 74 ASCII character output string.  

E. All outputs on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

F. All general (virtual) points on SMACS RTU panels shall be programmable to send a “Text-to-Speech” command via the host sound card for audible alarm notifications and instructions.

G. The SMACS output RTU panels Ladder Logic shall provide delay functions with a range of 1 to 32,767 seconds. 

H. The SMACS output RTU panels Ladder Logic shall provide re-triggerable pulse functions with a range of 1 to 32,767 seconds.

I. The SMACS output RTU panels Ladder Logic shall provide counter functions with a range of 1 to 32,768.

J. The SMACS output RTU panel Ladder Logic shall provide group release and group close and multiple doors interlock functions for detention facilities.

K. The SMACS output RTU panel Ladder Logic shall provide intercom-switching functions to implement radio button style break-before-make operation.

L. The SMACS output RTU panel hardware shall provide 32 virtual (general) points in memory that can be programmed in the Ladder Logic to store intermediate ladder rung evaluation status.

1.8 INTERACTIVE GRAPHICAL USER INTERFACE 
A. Interactive Graphical User Interface shall be used to Control and Monitor device status using a simple, point-and-click operations using a standard computer mouse or similar industry standard device.  Pull-down menus shall not be used for the purposes of navigating software nor to control the action of system devices. All desktop icons and artwork including maps and background images shall be capable of four separate states of image display based on four states of alarm conditions. Each state shall be capable of displaying a different image. The alarm conditions controlling the states shall be any input or output state, of any device connected to the system, in any combination or sequence, fully programmable from the icon properties window. Each alarm point shall be capable of causing 1,2,3,or 4 state-changes when activated. Each icon state shall have the ability to be set to “Flash”, change the display “Angle” or attach a “Sound” file for each of the four states. Sound file shall be either “Text-to-Speech” or pre-recorded “.WAV files” or both.   Each icon state shall be capable of being separately labeled for each state with full control over font, font size, font color and attributes such as bold, italic or underlined. Each icon state shall have available fifty “Action” commands each, with the following action properties available for each of the fifty action commands:

1. Display

2. Play

3. Push Screen

4. POP Screen

5. Set On

6. Set Off

7. Pulse

8. Toggle

9. Open Dlg

10. Reset Dlg

11. Force On

12. Force Off

13. Force Normal

14. Shunt

15. Un-Shunt

16. POP Up

17. POP Off

18. Macro

19. Run Macro 1

20. Run Macro 2

21. Run Macro 3

22. Run Macro 4

23. Run Macro 5

24. Run Macro 6

25. Run Macro 7

26. Run Macro 8

27. Clean Screen

28. Shunt Alarm

29. Un-Shunt Alarm

30. Shunt Set

31. Group Set

32. Group Set All

33. Group Set Clear All

34. Group Set On

35. Group Set Off

36. Set On Push

37. Live Compare

38. POP Up Video

39. POP Off Video

F. Each of the icon 39 action properties shall be programmable to be initiated on: 

1. Mouse-Down “AND” State 1, 2, 3 or 4 (or any combination thereof)

2. Mouse-Up “AND” State 1, 2, 3 or 4 (or any combination thereof)

3. Mouse-Down “OR” State 1, 2, 3 or 4 (or any combination thereof)

4. Mouse-Up “OR” State 1, 2, 3 or 4 (or any combination thereof)

G. SMACS shall support an unlimited number of maps with unlimited icons/images per map.  

H. Graphical design shall accept either the import of existing artwork or the creation of artwork from within the SMACS graphical design.  The following free style graphical “Tools” shall be available as a minimum for designing map icons and buttons:

1. Rectangular Select Tool

2. Add Text to Entry Control

3. Add Data field

4. Line Draw Tool

5. Rectangle Draw

6. Round Rectangle Draw Tool

7. Ellipse or Circle Draw Tool

8. Move Object to Back

9. Move Object to Front

10. Move Object Back One Position

11. Move Object Forward One Position

12. Zoom-In

13. Zoom-Out

I. Icon Frame Styles:  The following settings shall be available as a minimum for selecting the “style” of the frame bordering the icon or image placed on the map.

1. None

2. Frame

3. Square Rectangle

4. Rounded Rectangle

5. Ellipse/Circle

6. Transparent

7. Analog

8. Bar-Graph

9. Freeze Edit

10. Lock Window

11. Action Target

12. Latch State

13. Pop-Up X Coordinates

14. Pop-Up Y Coordinates

15. X Coordinates

16. Y Coordinates

17. Width

18. Height

J. Icon Frame “Boarder” settings shall be available as a minimum:

1. Outside

2. Inside

3. Middle

4. Raised

K. Icon Frame “Color” selections shall be available as a minimum.

1. Interior

2. Shadow

3. Highlight

L. Each Frame Style icon shall be capable of being individually “Named”.

M. Each imported image shall be capable of being individually “Named”.

1.9 DESCRIPTION OF WORK
A. The Security Management and Access Control System shall control all security devices, process all security transactions and display the status of all electronic security events for either a single site or for multiple sites.

B. The Contractor shall review facility requirements and provide a plan for implementing a security access and building monitoring capability using the system described herein.

C. The Contractor shall propose a location for the Host server site and recommend locations for operator workstations within the current facility configuration and site layout.  Install all necessary communications to enable the RTUs to communicate with the Host server and operator workstations.  Indicate where existing communications lines will be used to provide system back-up communications as necessary.

D. Install all access, intrusion and surveillance devices in accordance with manufacturers’ recommended installation methods and practices.  Connect all devices to field controllers as recommended and configure all RTUs to receive complete data from peripherals, including buffered data when applicable, and to communicate with the SMACS Host server.

E. Install the SMACS end user database and provide connections to selected closed circuit television cameras that provide operator assessment of alarm scenes upon alarm call-up.

F. Provide a complete testing program, to include initial systems checkout and final systems acceptance testing procedures, and train all operators on the operation of the system.  

G. SMACS shall control all entrances to selected areas and to the facility(s) using encoded magnetic, proximity, smart card, biometric readers or keypads.  Where long-range readers are required, a separate reader power supply shall be provided to power the long-range readers. See device locations on the contract drawings.

H.  Provide the capability to restrict access of all cardholders in the database by time of day, day of week and access control points using SMACS software.

I. Upon notice, the system shall unlock selected doors of the facility according to a predetermined schedule thus allowing free access through the doors without the use of a card or keypad.

J. The SMACS shall receive status indications and immediately report status changes from all interior and exterior alarm points throughout the facility and site as shown on the contract drawings using a unique identifier for on-screen display in either graphical or textual format or both.  

K. Furnish, install, and test as an integral part of the Access Control System (ACS) a Closed Circuit Television subsystem at designated locations as shown on the contract drawings.  The CCTV subsystem shall be electronically integrated with the main SMACS and consist of all necessary equipment to perform fixed surveillance, assessment, monitoring, and recording operations at the security operations desk in all facilities or in a single facility. 

L. SMACS shall include the capability to seamlessly communicate control features and ancillary functions with networked CCTV systems such as produced by March Networks. 

M. 4R-ACP Field control panels or RTU’s shall be microprocessor‑controlled solid-state electronic devices using Neural Net Gateways for communications.  Each RTU shall include a real‑time clock/calendar, which shall be updated at least once every 24 hours by the CPU.  The RTU shall monitor security system portal status and associated facility security devices and facility SMACS interface device status, intrusion detection system (IDS) zone status and associated sensor status.  The RTU’s shall communicate peripheral device status and access transactions to the Host and other sites or PC’s as required as shown on the contract drawings using Neural Net protocol.  The RTU shall be able to support at least four (4) card readers per RTU along with sixteen (16) input points and eight (8) output relays.  The RTU shall provide support to electric locking devices, related door hardware (i.e., electric locks, RQE units, and alarm contacts) and intercoms where used.  The RTU shall be housed in a tamper‑alarmed enclosure.

N.  Door intrusion detection contact devices shall be located within the door hardware to detect a 1/4 inch or less of separating relative movement between the magnet and the switch housing. Upon detecting such movement, the devices shall transmit alarm signals to the RTU and SMACS Host server.   Where door intrusion detection devices require supervision, the supervision resistors shall be mounted at the door switch location.
O. Provide an integral photo identification system to the Host server CPU with a database interface established as indicated in the contract drawings and as described below.

P. Door locking devices requiring more than 0.250 amperes to operate shall be operated from a separate door lock power supply with an appropriately connected suppression diode.  When magnetic locks are specified, polarized locks with an integral internal suppression diode shall be used.

1.10 SUBMITTALS
A. The Contractor shall submit acceptable hardware, software and firmware as required and as specified below.  The Contractor shall bear all liability and penalties for damages arising from his failure to submit equipment that meets these Specifications, including, but not limited to, any liabilities and penalties for failure to meet specified and agreed to construction deadlines.  

B. Final determination of compliance with these Specifications shall rest with the end user, who, at its discretion, may require proof of performance.  Required proof may include, but shall not be limited to, visits by end user representatives to sites where identical equipment is installed and providing beneficial use.

C. Provide complete shop drawings to include a top level SMACS architecture, a system wiring diagram showing each device and required wiring interconnection, a facility floor plan showing the type and location of each device to be installed, and an indication on the system wiring diagram of the wiring specifications (cable type, conductor routings, quantities, connection types) for each connection shown on the drawing.  Identify wire and cable at both ends with acceptable cable markings so wire-tracing equipment is not required for identification.  

D. Provide complete manufacturer's printed product data, catalog pages and descriptions of any special installations procedures for all material and equipment to be installed.  

E. Provide a listing of recommended spare parts or equipment to be kept at the site, to include not less than one component of every type and spare keys to enclosures.

F. Provide software installation manuals and installation disks, including operational user application programs for complete backup in case of complete Host computer replacement at the end user site.   

G. Provide a proposed overall systems architecture for networking the facilities shown on the contract drawings, including LAN, Neural Net, and any other (such as fiber or RF). 

H. Provide a detailed proposed schedule of installation milestones, events, testing and commissioning for approval by the end user.  

I. Provide system description and analyses to show how all the equipment and systems will operate as a completely integrated system to meet the performance of this specification.  The data package shall include the following:


a. Host server CPU configuration and hard drive memory size


b. Rigid disk system size and configuration in NTFS format


c. Start up operations


d. SMACS expansion and method of implementation


e. Power requirements and UPS sizing


f. Sample copy of each report specified.

J. The Contractor shall maintain a separate set of drawings, elementary diagrams and installed wiring diagrams of the SMACS to be used for "as‑built" drawings.  This set shall be accurately kept up to date by the Contractor with all changes and additions to the SMACS and shall be delivered to the end user with the final acceptance test report. 

K. Submit original reproducibles of as-builds of all drawings showing final device locations on plan view (including a copy on CD AutoCAD Version 14 in DXF file format) prior to final acceptance of the system

L. Manuals 

The Contractor shall submit three (3) copies of a three ring bound set containing tabulated sections for a set of manuals including SMACS operating instructions, maintenance instructions, a functional design manual, a hardware manual, and a software manual.  Prior to final acceptance and during installation checkout, the Contractor shall maintain one set of manuals at the Host server and operator workstation(s) locations.  The final set of three fully bound and updated sets of manuals shall be made available at designated locations immediately prior to the commencement of final acceptance testing.  The final copies shall be modified as necessary at the completion of final acceptance testing to indicate any modifications made to the system during the final acceptance testing.  The Manual shall contain the following:

a. Functional Design Manual

The functional design manual shall identify the operational requirements for the system and explain the theory of operation, design philosophy, and specific functions.  A description of hardware and software functions, interfaces, and requirements shall be included for all system operating modes.

b. Hardware Installation Manual  

A manual describing all SMACS equipment furnished including:

1. General description and specifications.

2. Installation and checkout procedures.

3. Equipment electrical schematics and layout drawings.

4. System schematics and layout drawings.

5. Alignment and calibration procedures.

6. Manufacturer's repair parts list indicating sources of supply.

7. Interface definition.

c. Software Operations Manual

The software manual shall describe the functions of all SMACS software and shall include all other information necessary to enable proper loading, testing, and operation.  The manual shall include:

1. Definition of terms and functions.

2. Use of system and applications software.

3. Procedures for system Initialization, start‑up and shutdown.

4. Alarm reports.

5. Report generation.

6. Data base format and data entry requirements.

7. Directory of all disk files.

d. Maintenance Manual

The maintenance manual shall describe maintenance for all equipment including inspection, periodic preventive maintenance, fault diagnosis, and repair or replacement of defective components.

M. Test Reports

Test reports shall be prepared and submitted by the Contractor as required and stipulated herein.

1.11 QUALITY ASSURANCE
A. The Contractor shall establish and maintain a quality assurance (QA) program and specific procedures, which provide documented evidence of system compliance and ensure that all security related and manufactured components and SMACS installation, meet or exceed all contract requirements.  All inspections and tests, which are conducted under this quality assurance program, shall be subject to review.  

B. The Contractor shall fully describe the QA program for both hardware and software.  All components and end items, which will comprise the Contractor-provided security equipment, must be subject to a 100 percent Quality Control (QC) Program before shipment and/or installation.   Components and end items shipped direct from third party manufacturers to the site must also be subject to such a Quality Control Program.  A copy of this program may be requested from the Contractor.  

C. The manufacturers of all hardware and software components employed in the system shall be established vendors to the access control/security monitoring industry for no less than three (3) years.  

D. The selected Integrator shall have been regularly engaged in the installation and maintenance of integrated security management and access control systems similar in size and scope to that outlined herein for a period of no less than five (5) years.

E. The Integrator shall supply information attesting to the fact that their firm is a certified factory trained system integrator for the system proposed.  

F. The Contractor’s security system integrator shall supply information attesting to the fact that their installation and service technicians are competent factory trained and certified personnel capable of maintaining the system and providing reasonable service time.

G. The security system integrator shall provide a minimum of three (3) references whose systems are of similar complexity and have been installed and maintained by the security system integrator within the last three (3) years.
H. Test procedures shall explain in detail, step‑by‑step actions and expected results demonstrating compliance with the requirements of the specification. Test reports shall be used to document results of the tests.  Reports shall be delivered within 7 days after completion of each test.

1.12 MAINTENANCE AND SERVICE
A. The Contractor shall provide all services required and equipment necessary to maintain the entire SMACS in an operational state as specified for a period of 1 year after formal written acceptance of the system, and shall provide all necessary material required for performing scheduled adjustments or other nonscheduled work.

B. The adjustment and repair of the SMACS includes all computer equipment, software updates, communications transmission equipment, local processors, and access control, facility interface, and support equipment.  Responsibility shall be limited to Contractor installed equipment.  Provide the manufacturer's required adjustments and other work as necessary.

C. Service personnel shall be qualified and factory certified to accomplish all work promptly and satisfactorily.  The end user shall be advised in writing of the name of the designated service representative, and of any change in personnel.

D. The end user will initiate service calls when the SMACS is not functioning properly.  Qualified personnel shall be available to provide service to the complete SMACS.  The end user shall be furnished with a telephone number where the service supervisor can be reached at all times.  Service personnel shall be at the site within four (4) hours after receiving a request for service.  The SMACS shall be restored to proper operating condition within one (1) calendar day after receiving a request for service.  

E. The Contractor shall provide software updates automatically the first warranty year and upon approval of the end user in subsequent years based upon an extended service agreement.  These updates shall be accomplished in a timely manner, fully coordinated with the SMACS operators, and shall be incorporated into the operations and maintenance manuals, and software documentation. 

1.13 WARRANTY
A. The Contractor shall warrant that it is the owner of the equipment and that the equipment will be free and clear of any lien or encumbrance on the final acceptance date.  Contractor shall further warrant for a period of one (1) year from the final acceptance date that all security equipment and labor provided in the complete SMACS system will, under normal use and service, be free from defects and faulty workmanship.  The contractor will register all equipment and software supplied to the installation with the manufacturer at the time of installation. 

B. The Contractor shall offer the end user an extended warranty arrangement and price the arrangement at reasonable rates on an annual basis beginning after the end of the initial one-year warranty period. 

PART 2 - PRODUCTS

2.1 MANUFACTURERS
A. Security Management Automation Control System Software

Neural International Inc., Global Facility Manager (GFM) 

B.  Security Management and Access Control RTU Panels

Neural International Inc., 4R-ACP Access Control Panel

C.  Security Management and Relay Output Control RTU Panels 

Neural International Inc., 16-RL-12V Relay Output Panel
D.  Security Management and Data Gathering RTU Panels 

Neural International Inc., 32-IN-12V Input Panels
E.  Security Management and Intercom Control RTU Panels 

Neural International Inc., 8-IO-12V I/O Panel

F.  Sixteen Channel Digital Video Recorders
March 4410 16-channel digital video recorders
2.2 SYSTEM HOST SERVER CONFIGURATION
A. HOST CENTRAL PROCESSOR  

1. The required SMACS shall be a multi-function security management and access control system.  It shall operate in a Client/Host Server configuration on high-quality IBM compatible Pentium processor personal computers (PC) with a Pentium processor. 

2. The Host Server PC shall have a Pentium IV 1 GHz or greater central processor. The Client Workstation PC(s) shall have a Pentium IV 1 GHz or greater central processor.  The SMACS shall be configurable to provide a single security management and access control system for a single site and a multi-user, multi-tasking system versatile enough to manage a multi-site facility network. 

3. The system shall have true multi-tasking and remote terminal capability where independent activities and monitoring can occur simultaneously at different locations.  The Host system shall employ icon based menus, provide a mouse-driven interface for system operation and shall contain both an integral video badging system and a graphic design mode for on-screen graphics for monitoring and control, available directly or through option modules. 

4. Minimum Configuration - The Host Server CPU shall be 100% IBM compatible Pentium IV 1 GHz PC approved for running the Microsoft Windows 2000/XP (GFM, FM, or GFM Elite) operating systems. The PC shall have the following minimum configuration:

A. 512Mb RAM 

B. 1 GHz Pentium IV CPU

C. 120 GB hard drive

D. 3.5” floppy disk drive

E. Removable cartridge (backup) drive

F. IDE CD/ROM drive

G. IDE CDRW drive

H. 17” LCD flat screen monitor (1024 x 768 resolutions)

I. Two (2) serial, one (1) parallel ports

J. PS/2 style mouse

K. Windows 2000/XP Professional operating system

L. Network Adapter 10/100T

M. TCP/IP Protocol installed

N. Neural Net Gateway

2.3 CLIENT WORKSTATIONS
A.  Minimum CPU capacities of the Client workstation(s) shall be 100% IBM compatible PC with a Pentium processor and approved for running the Microsoft Windows 2000/XP Professional (GFM, FM, or GFM Elite) operating systems. The PC shall have the following minimum configuration:
A. 512Mb RAM 

B. 1 GHz Pentium IV CPU

C. 120 GB hard drive

D. 3.5” floppy disk drive

E. Removable cartridge (backup) drive

F. IDE CD/ROM drive

G. IDE CDRW drive

H. 17” LCD flat screen monitor (1024 x 768 resolutions)

I. Two (2) serial, one (1) parallel ports

J. PS/2 style mouse

K. Windows 2000/XP Professional operating system

L. Network Adapter 10/100T

M. TCP/IP Protocol installed

B. Drag and drop technology shall be used to customize screen layout, enable graphical design with true alarm status, and provide customized screen layout for functions such as configuration tree, cardholder database, graphic design and dynamic graphical status and control mode.  Floor plans shall be configurable using imported .WMF or .JPG formats.

C. Graphics display shall include display of user or event selectable multiple floor plans with multiple active icons.

D. The SMACS system shall use single resistor terminated twisted pair cable free (loop, star, random) topology to a total cable length of unshielded cable of 400 meters with up to 62 drops (RTU panel nodes) per network segment before a repeater is required to extend the network for another 62 RTU panel nodes.  

E. The SMACS system shall use dual resistor terminated twisted pair cable bus topology (straight or daisy-chain) to a total cable length of 16AWG unshielded cable of 2700 meters with up to 62 drops (RTU panel nodes) per network segment before a repeater is required (sub length < 3 meters).

F. The data transfer rate shall be 19,200 baud serially between the Host Server and Neural Net Serial Gateway. 

G. The data transfer rate shall be 78,000 bits per second between the Neural Net Serial Gateway, and the RTU panels.

H. Communications interface between the Host Server and the 4R-ACP RTU’s shall be through the Neural Net Gateway. The extent to which field control panels can be connected to remote PC’s shall be dependent upon the number of PC’s and the individual Neural Net Drivers installed. 1-8 Neural Net Gateways may be connected per Driver.  Each Gateway may be configured to support at least 32 sub-nets with up to 127 nodes per sub-net.

2.4 PRINTERS
A.  The SMACS shall support a wide variety of report printers connected to the parallel port of the Host Server or Client Workstation computers.  Printers are configured as default printer.

2.5 SOFTWARE

A. Card Access Features

1. Card Lookup: 

The software shall allow the system user to select a cardholder through the Cardholder List displaying all cards. The software shall also allow the system user to sort the list by clicking on the selected column. 

2.  User Defined Fields:

The software shall support a user definable cardholder database. The system user shall be allowed to add custom fields to the cardholder database. The software shall by default support the following required fields:

· Last Name 

· First Name 

· Address

· City

· State

· Zip Code

· Card#

· Pin #

· Activate Date

· De-activate Date

· Access Group

· Department

· Card Type

· Notes

· Access Card Group

3.  User Definable Cardholder screen

The software shall allow the user of the system to adjust the look and feel of the cardholder screen. It shall support the moving and re-sizing of fields, selecting fonts and point sizes, and changing the names of the fields.

4.  Total Number of Card Fields:

The software provides all fields listed above, and the user can add and define additional fields as necessary. 

5.  Cardholder Import:

The software shall support importation of cardholder records from an existing                               database. 

6.  Card Number:

The GFM software shall support card numbers up to 65535 with a facility (site) code of 1-255.  Year 2004 release version will allow card numbers up to 12 digits.

7.  Facility Codes:

The software shall support a minimum of 255 facility codes. The software shall be capable of assigning a facility code to each cardholder. The software shall automatically download the facility code of all card records to each of the control panels. Each control panel must be capable of supporting up to 4 different facility codes.

8.  Pin Use Per Card:

The software shall support the use of a PIN Code. The PIN Code shall be chosen by the cardholder and entered into the cardholder database during the issuing of the card.

PIN codes must be 4 digits long and range from 0001 to 9999.  

9.  Auto Activation of Cards by Date:

The software shall support the automatic activation of cards for a pre-defined set of doors by date.

10.  Auto De-activation of Cards by Date:

The software shall support the automatic de-activation of cards from the set of doors the user currently has access to by date.

11.  Access Levels:

The system shall allow the operator to assign access levels for the card in question on the cardholder screen. 

The system shall allow the operator to define more than 255 different groups of card readers for access level assignment. 

The software shall allow the user to program any one of 32 different time zones for any access level.
12.  Display list of Door Groups on Card Screen:

The software shall display to the user a complete list of access levels on the cardholder screen. With this list, the user of the system can select which door groups the cardholder has access to.  A door group can be one door or many doors.

13.  Update Cards on Access Level Change:

When changing an Access Level the software shall automatically update all the cardholders affected by the Access Level change when downloaded.  The software shall communicate the change to the cardholder access level to all the control panels.

            14. Time and attendance and mustering:

                  When time and attendance or mustering functions are specified, the SMACS shall be capable of providing ASCII data output through a Gateway and/or software interface to send card read information in a specified format for all card reads valid or invalid to a computer or terminal used for that specified purpose.

B.  Door Functionality:

1.  User Definable Descriptions:

The software shall support user definable descriptions of access controlled portals, alarm points, etc. These descriptions may be up to 60 characters in length.

2.  User Definable Status:

The software shall allow the user to define specific functionality associated with the status of each controlled door. This functionality shall include:

· Ability to program the unlock time for the door strike on a valid card read.

· Ability to program the shunt (disarm) time for the door contact on a valid read

· Ability to re-trigger the strike active time by successive PIR actuations in high traffic locations

· Ability to throttle traffic by extending the shunt time on valid read for high traffic locations

· Ability to extend the reader shunt time on invalid read for remote site locations  

· Detect the difference between Door-Forced or Door-Held-Open.

· Time Zone control door to automatically unlock, or to lock

· Provide Door Held open alarm at end of a specified delay period if the door is not closed

· Ability to program the Door Held open delay time period

· Text to speech notification of a change in status of the door

· Determine which point shall go to alarm queue

· Audible annunciation of an alarm condition in alarm queue 

· Interlocking capabilities to other outputs with separate conditions between Door forced and door held open.

· User selectable selection of graphical representation (icon)

· Visual display of dynamic icons that denote the change in status of the door.

3.  Reader In, Rex Out:

The software shall support default panel configurations that allow for the configuration access controlled portals that use a card reader, reader/keypad combo or keypad only for entry, and a request to exit device (switch, PIR, etc.) for egress.

4.  Reader In, Reader Out:

The software shall support default panel configurations that allow for the configuration access controlled portals that use a card reader for entry, and a card reader for egress.

5.  Reader-PIN Combinations:

The software shall support configuration of access-controlled portals that use a card reader and keypad for entry. The keypad can be a 4-bit or an 8-bit keypad.  The configuration choices shall include dual card swipe, dual PIN entry, card swipe/PIN combinations, and keypad alone.  The software shall include support of PIN logging. Either alone or in combination with a card swipe entry of any PIN (0001 to 9999 for accounting purposes), access is granted.

6.  Two Man Rule:

The software shall support the configuration of an access control portal using the two-man rule. Two authorized users must present a valid card to the card reader before the door will open. The users must present both of their cards to the reader within a specific time period.  The time period is programmable for each card reader.  The software will support dual PIN with programmable time period also.  The software will support dual card swipe/pin combinations with programmable time period also.

7.  Anti-pass-back:

The software shall support panel level anti-pass-back. A cardholder with a valid card will not be allowed re-entry through an entry portal until they card out at an exit portal.  Each RTU panel will support two entry portals and two exit portals.  The SMACS will support combinations of anti-pass-back, two man rule, and reader/PIN combinations.  

8.  Threat Levels:

The software shall support the use of up to 16 different threat levels. The threat levels shall range from 0-15. Threat levels are assigned to the cards so with one command from the host computer all valid cards below a certain threat level will not work until the threat command is cleared from the host computer. 

9.  Card Types:

The software shall support four types of cards, which can change the operation of the card:

· Supervisor - able to escort visitors through the system. To escort a visitor the Supervisor must present their card to the reader after the visitor's attempt and the door will open.

· Normal - access is based on the access levels assigned to the cardholder.

· Guard – Guard cards will not open the door on the first attempt of a card. The first event is just used for tracking guard tours. The second attempt of the same card will open the door.  Guard cards allow the cardholder to pass through doors that are normally configured for the two-man rule. The guard cardholder must present their card twice to the reader in order to gain access.

· Visitor - visitor card will not open any door unless the cardholder is accompanied by an individual who presents their supervisory card after the visitor card was presented.

10.  Guard Tours:

The software shall support Guard Tour functionality. When a cardholder presents a guard card to a card reader, the software shall identify the time, date and reader location of the transaction.   A second card presentation is required for a guard card to open the door.

C.  Input/Output Functionality

 1.  User Definable Descriptions:

The software shall support user definable descriptions of inputs and outputs. These descriptions may be up to 60 characters in length.

2.  User Definable Status:

The software shall allow the user to define specific functionality associated with the status of each I/O point. This functionality shall include:

· Type of contact Open or Closed.

· Type of Supervision, 2-state, 3-state, 4-state, or analog. 

· Text to speech notification of a change in status of the door.

· Determine which point shall go to alarm queue.

· Audible annunciation of an alarm condition in alarm queue. 

· User selectable selection of graphical representation (icon)

· Visual display of dynamic icons that denote the change in status of the point

  3.  I/O Interlocking

The software shall support PCL Ladder logic and allow for multiple interlocking between points within an RTU panel and points among RTU panels.  This includes control of multiple interlocking doors connected to RTU panels in different locations.

D.  Event Monitoring Features:

1.  Year 2000 Support:

The system shall be certified as being Year 2000 compliant. The term system implies that all software, integrated circuits, as well as the host computer is capable of interpreting time and date information such that it recognizes the year 2000 and beyond.

2.  Event Tracking Time and Date:

The software shall capable of receiving time and date information transferred from the panel. The resolution of the time/date stamp shall be down to the second.

3.  Information Displayed in the Alarm Queue.

The software shall display the following information in the Alarm Queue:

· Panel Name

· Alarm Description

· Alarm Status

· Alarm Priority

· Date

· Time 

· Count

· Card Number (if applicable)

· Cardholder Name (if applicable)

The software shall allow the user of the system to determine which points are displayed in the Alarm Queue.

The software shall allow the user to choose a priority level and corresponding color for alarm points to be displayed in the Alarm Queue.

The software shall only use one line item per alarm point in the Alarm Queue with a count column to inform the user how many changes of state has occurred on that point.

The software shall allow an operator to Acknowledge and alarm and keep it on the computer screen. When the event is completed the operator can clear the event from the Alarm Queue.

The software shall allow an operator to automatically select a screen associated with the alarm event in the queue to be displayed by clicking on the alarm line in the queue.

The software shall support panic button and duress button latch-until-manually-cleared at location alarm operation.

4.  Information displayed in the Activity Log:

The software shall provide a scrolling list of all activity in the system with the following information displayed in the activity log:

· Date

· Time

· Panel Name

· Description

· Alarm Status

· Card Number (if applicable)

· Cardholder Name (if applicable)

5.  Dynamic Graphical Maps:

The graphical status screen shall show the true state of all the control points at all times even during valid card access entries.  If a touch sensitive screen is used the true state of all the control points at all times, including when an operator touches the screen will be displayed.

The software shall allow for the importing of graphic files for building layouts.

The software shall provide for the layout of the building with a true graphical representation of all the points in the system. These points can be displayed on multiple screens.

The software shall provide for multiple layers of building layouts. For example click on the main building to see a different building layout for every floor.

The graphical representation (icon) of each point shall be user definable providing import capabilities from wmf, or jpg files.

The graphical representation (icon) of each point shall provide the true state of the point during normal access control and non-normal access control. Valid access shall be displayed in one fashion and invalid access shall be displayed with a different graphic or color.

The software shall allow for operator controlling of doors through the same graphical representation (icon) of each point. Click on the door to open it.

The software shall allow multiple points to be represented by the same icon. So if either one of the other goes in to alarm the icon will change. Up to 20 different points can be assigned to one icon.

Upon re-starting of the Host computer after the Host has been off-line, the Host computer will poll all of the RTU panels to obtain current point status an update the screens accordingly.

6.  Track Points Status Open or Closed:

The software shall allow the operator to examine the status of any point monitored by the system, and to be able to manipulate the status of any point individually from the screen. 

7.  Track Analog Point Status 

The software shall allow the operator to visually track an analog input point and allow for up to 1024 variations in display with scrolling bar. Operator shall also have the option of presenting the current value of analog input. Example: Temperature 72

8.  Audio Monitoring:

The software shall annunciate all alarms, and have the capability to convert text instructions to speech. The audible alarm shall sound until it is acknowledged. The software shall be capable of converting text description to speech so that when a point changes state, this information is audibly relayed to the operator.

9.  Trace Cardholders: 

The software shall be programmable such that when a cardholder passes through, or attempts to pass through an access controlled door, the system shall audibly inform the operator of such an attempt.  

10.  Live Image Call-Up:

The software shall be configured to allow live video call up of a CCTV camera associated with an access-controlled door. This feature shall allow the user to compare the live video image of the cardholder attempting to gain access with the stored photo ID image of the cardholder. 

11.  Create Event if Panel Off-Line:

The software shall initiate an alarm in the event that the host computer is unable to communicate with a remote panel. The alarm shall indicate panel that is not communicating with the host computer, as well as the exact time and date when communications were lost.

12.  Display Alarms by Priorities:

The software shall allow up to 16 different alarm priority levels. In the event that two alarms are received at the same time, and the alarms have different priority levels, the operator shall be required to acknowledge the alarm with the higher priority level first. 

13.  Import Graphics:

The software shall be capable of importing graphic images to aid in badge layout, and facility mapping. The file formats supported shall be .wfm, .jpg, .bmp, .pcx, .tga.

14.  Size of Instructional Message:

The software shall support instructional text messages. The software shall be capable of converting this text message to voice communication.

15.  Require Acknowledgement and Clears:

The software shall require the system operator to acknowledge and clear all alarms received by the system. When an alarm is received the operator shall receive and audible tone and graphic cue that an alarm has been received. When the operator acknowledges and clears the alarm the tone will cease and the operator shall receive a graphical cue that the alarm has been acknowledged.

16.  Attach Comments to Event:

The software shall allow the system operator to attach comments to any alarm. 

17.  Real-Time Printing of Alarms

Real-time printing shall be programmable by point. When an alarm is received, the system shall be capable of transferring the alarm information to a serial printer attached to an additional RS-232 port so that a hard copy of the event can be obtained.

18.  Send to ASCII message on Event:

The system shall be capable of sending ASCII character out of a selectable communications port on any alarm point change of status, or on the change of status of any point in the system. 

            19. Create an event if Host is Off-Line:

The RTU panels shall be capable of detecting that the Host is unable to communicate and initiate a relay driven alarm by change of dry contact point status.

            20. Create an event if RTU panel power fails:

The 4R-ACP, 16-RL-12V, or 8-IC-12V RTU panels shall be capable of detecting that panel power has failed and initiate a relay driven alarm by change of dry contact point status.

            21. Create an event if Peer-to-Peer communication has failed:

The 4R-ACP, 16-RL-12V, or 8-IC-12V RTU panels shall be capable of detecting that a Peer-to-Peer communication has failed and initiate a relay driven alarm by change of dry contact point status.

E.  Operator Point Control:

1.  Manual Control Inputs (Shunt):

The software shall allow the operator to manually control any input point monitored by the system. When the operator places the cursor of the mouse over an input point, and clicks down on the right mouse button a graphic icon shall indicate the state of the input point. The user can click on the icon using the mouse cursor to shunt the input.

2.  Manual Control Outputs (Open):

The software shall allow the operator to manually control any output point controlled by the system. When the operator places the cursor of the mouse over an output and clicks down on the right mouse button a graphic icon shall indicate the state of the point. The user can click on the icon using the mouse cursor to open the output.

3.  Manual Control of Grouped Inputs:

The software shall be capable of linking multiple input points so that multiple events can be triggered by one event. The software shall allow the operator to manually control any input point(s) monitored by the system. 

4.  Manual Control of Grouped Outputs:

The software shall be capable of linking multiple outputs so that multiple events can be triggered by one event. The software shall allow the operator to manually control any output point(s) controlled by the system. 

5.  Graphical Control:

The software shall allow the manual control of access-controlled doors by allowing the system operator to place the mouse cursor on the door to be opened. When the operator presses the left mouse button the door shall open.

6.  Track Operator Forced Points:

The software will display the current status of all forced points in the force/shunt point       queue on the main screen.  The software shall clear all points forced by the operator any time the clear force button on the main screen is selected. 

7.  Track Operator Shunted Points:

The software will display the current status of all shunted points in the force/shunt point queue on the main screen.  The software shall clear all points shunted by the operator any time the clear shunt button on the main screen is selected.

F.  Event Information Stored to Disk:

1. Event Information Stored to Disk:

The software shall automatically store to disk a record of all the following transactions or events, and indicate the date and time that these transactions and or events occurred:

· Time and Date Stamp

· Valid Card Accepted

· Invalid Card Rejected

· Alarm Received

· Time Zone Control Changed

· Alarms Armed/Disarmed

· Doors Opened/Closed

· Communication Failures

· Log on or Log Off

· Host Shut-Down/Start-Up

F.  Operator Restrictions and Audit Trails:

1.  Restrictions of Operators:

The system shall be capable of restricting access to the system of individual system operators. The system shall be capable of restricting operator actions, and operational modes. The system shall also be able to set specific initial screens when a system operator first signs on.

The software shall be capable of restricting the following operator actions:

· Edit Cards

· Point Controls

The software shall be capable of restricting the following operational modes:

· Monitor Alarms

· Monitor Maps

· Documentation

· Card Data

· System Layout

· Design Maps

· Design Badges

G.  Reports:

1.  Card Database Reports:

The software shall be capable of generating a cardholder database report. The card database report shall contain the following information:

· Card Number

· Cardholder Last Name

· Cardholder First Name

· Card Activation Date

· Card Expiration Date

2.  Panel Database Reports:

The software shall be capable of generating a panel database report. The panel database report shall contain all of the names of Readers, Inputs, and Outputs. 

3.  History Reports:

The software shall be capable of generation a history report. The history report feature shall search the database using the user specified start and stop dates, User definable text match (Search Strings), with options to include or exclude the following transaction types:

· Valid Card Reads

· Invalid Card Reads

· Alarms

The software shall contain the following information:

· Date

· Time

· Description 

· Status

· Card (if applicable)

· User (if applicable)

2.6 RTU PANEL HARDWARE
A.  Control Panel Capacities:

1.  Distributed Intelligence:

The system shall support distributed intelligence, including stand alone operation and an intelligent ladder running in each RTU panel.

2.  Readers per Panel:

The system shall support up to 4 card readers per 4R-ACP panel.

3.  Reader Types Supported:

The system shall support the following card reader technologies with wiegand-formatted outputs:

· Wiegand

· Magstripe

· Proximity

· Smart Card

· Biometric

· 8-bit or 4-bit Pin Keypad Support

4.  Inputs per Panel:

The system shall support up to 16 input points per 4R-ACP panel, or

32 input points per 32-IN-12V data gathering panel.

5.  Outputs per Panel:

The RTU shall support up to 8 outputs per 4R-ACP, or 8-IO-12V panels, or up to 16 outputs per 16-RL-12V RTU panel.

6.  Additional Expansion of Inputs per Panel:

The SMACS shall support 32 point input rack-mounting panels separate from the 4R-ACP panel, but on same network data bus.

7.  Additional Expansion of Outputs per Panel:

The 4R-ACP shall support up to 16 additional open-collector sinking outputs per panel.   The system shall also support 16 point Relay output rack-mounting panel (16-RL-12V), separate from 4R-ACP panel, but on same network data bus.

8.  Maximum Number of Cards:

The system shall support a maximum number of at least one million cardholders.

9.  Maximum Number of Digits per Card Number:

The RTU panels shall support card numbers up to 12 digits in length.

10.  Maximum Number of Facility Codes:

The system shall support 1-255 facility codes.

11. Maximum Number of Time Zones and Holidays:

The system shall support at least 32 time zones each having up to 4 intervals of time and up to 32 Holidays.

12:  Maximum Number of Stored Transactions:

In the event of a communication failure, the system shall support a minimum of 725-buffered transactions stored in a First-In First-Out (FIFO) basis.

13.  Communications Line:

The system shall support the Echelon LonTalk communication protocol.

14.  Automatic Buffering at Panel on Communications Failure:

In the event of a communication failure, the RTU panels will automatically buffer transactions and then periodically check to see if communications have been re-established and upload the transaction buffer contents to the Host computer upon re-establishment of communications. 

15.  Real Time Clock / Leap Year:

The system shall support the use of a real time clock that adjusts for leap years.

16.  UL Listings:

The system shall be designed for UL compliance, and shall conform to UL 294, 681 and UL 1037, and shall be CE approved.

B.  Door Functionality (Per Card)

1.  The hardware shall make all decision in the field and support all software options specified in section 2.5.B and 2.5.C. 

C.  Input Functionality:

1.  Wiring and Contact Type

The hardware shall be configurable to support both supervised and non-supervised points.  Supported contact closure shall be either normally-open or normally-closed positions with each point user programmable.  The default shall be the normally closed position.

2.  Supervision Style

The hardware for the 4R-ACP has 16 supervised (4-state), (3-state), or non-supervised (2-state) input points.  Two 1200-ohm resistors are used to provide 4-state protection and one 1200-ohm resistor to provide 3-state protection.  The resistors shall be wired across the contacts of the switch for supervised protection (not located at the RTU panel).  The 32-IN-12V, and 8-IC-12V inputs shall also have the foregoing capability.

3.  Analog Capabilities

The hardware shall have the capability to configure inputs as either binary (change of state) or analog (incremental increase/decrease).  Inputs shall monitor 0-12 Volts @ 10 samples per second with 12 mV resolution.

4. Time Zone Shunt

The hardware shall provide the capability to turn on and turn off selected time zones which, when activated, shall ignore all changes of state and interlocking commands.

5. Interlocking 

The hardware shall support PLC ladder logic and be able to interlock between panels without the any assistance from the host PC. 

The hardware shall support “AND, OR, and XOR,” conditional logic as well as Time-Zone logic functions.

D. Output Functionality

1.   Rating of Outputs

Outputs shall be rated at 125VAC at 5 amps.  Each output shall be individually fused.

2.   Time Zone Open

The software shall provide the capability to turn on and turn off the output via selected time zones. 

3.   Interlocking

The hardware shall support PLC ladder logic and be able to interlock between panels without the any assistance from the host PC. 

The hardware shall support “AND, OR, and XOR,” conditional logic as well as Time-Zone logic functions.

2.7 FIELD PANEL COMMUNICATIONS
A. The 4R-ACP field control panels or RTU’s shall be microprocessor‑controlled solid-state electronic devices based on Echelon’s LonWorksTM device networking technology and a neuron chip containing three 8-bit processors.  Each RTU shall include a real‑time clock/calendar, which shall be updated at least once every 24 hours by the Host CPU.  The RTU shall monitor security system portal status and associated SMACS facility security devices and facility interface device status, intrusion detection system (IDS) zone status and associated sensors status. 
B. Each RTU shall be able to communicate up to 2700 meters using bus topology AWG #16 twisted pair cable without the need of a repeater or signal booster.  Each RTU shall contain its own processor and memory and shall be capable of supporting:

· 4 access control keypads or card readers

· 16 supervised monitored alarm points

· 8 output relays with 5 amps fusing

· 50,747 cardholders using various card reader technologies

· 32 time codes each having 4 intervals of time

· levels of fail safe

· 725 event buffer

· Interface with various card reader and keypad technologies and manufacturers, including proximity, insertion, biometric and swipe readers and be compatible with the standard Wiegand 26 bit output protocol.

C. RTU panels shall be capable of communicating up to 400 meters using multiple bus topologies Star, Loop, T-tap, or Bus concurrently without the use of a repeater. RTU shall be capable of communicating up to 2700 meters using a double terminated buss without the use of a repeater.

D. Control Panels shall communicate at 78Kbps.

E. Control panel communication shall provide full error checking with retransmission of data and automatic buffering if communications with Host PC is lost. Panels shall automatically un-buffer when communication is re-established.

F. Panels shall be able to communicate to other panels in the system without the aid of the host PC.  The communication between panels shall support interlocking input points to other input points and or other output points.

G. The system shall provide the ability to communicate to the control panels using a standard twisted pair to Ethernet network for the communications backbone. This is accomplished through Ethernet-to-LonTalk adapters.
H. Each RTU shall be configured to ensure a minimum of 25 percent spare capacity for future add-ons.

2.8 CLOSED CIRCUIT TELEVISION SYSTEM INTERFACE
A. CCTV Integration shall be accomplished by software and/or hardware connections communicating through an RS-232 port at the host level and by open-collector output controls at each 4R-ACP reader control panel. 

B. It shall be possible to supply camera alarm inputs directly from panel-level, open-collector outputs.  Open-collector outputs shall be programmable from ladder programming allowing outputs to be controlled globally from inputs or outputs occurring at any panel in the system.  

C. All panel-level open-collector outputs shall be globally intelligent without host intervention.  

D. DVR alarm features, including pan-tilt-zoom preset commands shall be stored in the DVR itself and operated directly by the reader control panel in a globally intelligent manner.  By connecting the DVR directly to a reader control panel, it shall be possible for the reader panel to provide intelligent, global alarm commands, activating preset commands locally stored in the DVR, independent of the host computer.

E. Upon alarm or access control transaction, the SMACS shall be capable of calling up to the main alarm screen to monitor video images.  The operator shall have the ability to compare live screen video images with cardholder database images.

F. The live video option shall be used to call up a camera and display images in another monitor or the computer screen.  The operator shall have the capability to compare invalid card attempts to stored images of cardholders side by side or call up live video from a camera on alarm. Live Image Call-up shall be an option programmable on a per workstation basis. 

2.9 BADGING AND VIDEO IMAGING SYSTEM

A. The SMACS shall be capable of designing multiple custom card layouts to define the appearance of the badge, directly or with a software module option.

B. The badge module shall be capable of supporting duplex printing of badges so operators can design both the front and back of the badge. 

C. The system shall at a minimum support the following data types when creating a badge.

a. Drag and locate company logo information in Jpg or Wmf format.

b. Drag and locate photo for cardholder

c. Drag and locate any data field in cardholder database

d. Drag multiple data field’s positions next to each other that move with size of data. For example, when positioning the first name next to the last name the system shall automatically position them next to each other as the length of the names changes.

e. Drag and locate fixed text that will not change on a per card basis

f. Drag and locate squares or circles.

g. Drag and locate barcode symbols

h. Shall be able to change fonts and point sizes of any text on badge.

i. Shall be able to color and data type on badge.

D. The system shall be compatible with standard video cameras through the use of a standard video capture board.

E. The system shall be compatible with a digital camera input via a standard twain interface.

F. The system shall store photos in a standard jpg format.  Custom storage of images shall not be allowed.

G. The system shall support editing the cardholder’s photo.  At a minimum the system shall provide cropping, brightness controls, contrast controls, and hue adjustment.

H. The system shall allow the operator to preview the badge before it gets printed.
I. The system shall support at a minimum the Datacard and Fargo video printers.  The system shall support encoding magnetic stripe cards on the Datacard printer. Enrollment stations shall be provided and located as shown on the drawing(s).  

J. Multiple, password protected access levels shall be provided at the enrollment station.  Database management and modification functions shall require a higher operator access level than personnel enrollment functions.  A camera, video badging printer, lights and associated hardware shall be provided for the enrollment station.

K. The SMACS shall provide a method to enter personnel identifying information into the ACS database files through enrollment stations. The ACS shall allow entry of this data into the system database files through the use of simple menu selections and data fields.  The data field names shall be customized to suit user and site needs.  All personnel identity verification subsystems selected for use with the SMACS shall fully support the enrollment function and shall be compatible with the SMACS database files.
2.10 DIGITAL VIDEO RECORDING
1. Video Monitoring:
A. Digital Video Recording equipment shall be meet or exceed all specification for March Networks 4410 series digital recorder and associated viewer and player software.

B. DVR shall provide a minimum of 240 fps aggregate record rate across sixteen camera channels.

C. DVR shall provide as a minimum docking station architecture, built-in UPS and flash-based Linux operating system.

D. DVR units shall support high-quality, simultaneous video recording and viewing at rates of up to 30 frames per second per camera.

E. DVR shall provide Intuitive, user-friendly video viewing software designed for security applications.

F. Remote viewing software shall allow live and recorded camera viewing from multiple DVR’s on the same screen, at the same time (unlimited users).

G. DVR shall deliver video to a remote location for automatic display when an alarm is triggered. 

H. DVR shall be capable of storing a backup copy of program configurations on an external network host.  

I. In the event of a malfunctioning unit, it shall be easily replaced by sliding the unit from its integral docking station and inserting a new one.  Once a new unit is installed, the DVR shall establish communications with the host computer and reestablish all program configurations without operator assistance.

J. DVR shall automatically switch to alarm video on CCTV monitors when alarm is triggered.

K. DVR shall control PTZ cameras through an on-screen interface or a joystick. 

L. PTZ preset programming shall be stored locally in DVR memory. 

M. PTZ preset program sequences shall be activated through DVR alarm input functions without host computer intervention or accessibility.

N. DVR shall have the capability of synchronizing video with live and recorded audio.

O. Product line supports wireless PDA access to both live and recorded video.
1. Investigations and Third Party Use:
A. Uses a video compression technique recognized as a standard by an international committee, such as H.263

B. Ability to authenticate video using a one-way, seal-generation process incorporating the Secure Hash Algorithm (SHA), which is part of the Digital Signature Standard

C. Simultaneously records, transmits and displays live video while searching for, and playing back, archived video (pentaplex operation)

D. Can apply an activity scan to any recorded video using a video mask to indicate the area of interest
E. Retrieved video file is in an industry-standard, exportable file format 
F. A video clip of any duration can be retrieved from any of the DVRs 
G. Video associated with alarms can be easily retrieved from an alarm listing 
H. Video associated with financial transaction data (POS/ATM/Teller) can be searched 
I. Retrieved video can be viewed with a royalty-free player (no software installation)
1. Operations:
A. Tamperproof video data storage 
B. Administrator can control and limit user access to DVR’s and cameras 

C. Installation is scalable for varying numbers of sites, numbers of cameras per site, and number of users

D. Allows for high-quality, simultaneous video recording and viewing at rates of up to 30 frames per second per camera

E. Can set individual cameras to record at different frame rates, quality settings and video settings

F. Can initiate recording from motion detection trigger using a video mask to indicate the area of interest
G. Can send an e-mail notification upon alarm or problem notification condition 
H. Can record pre-alarm video of configurable duration prior to the beginning of the event 
I. Can adjust recording settings to automatically change based on alarm conditions 
J. Can program different recording schedules for each hour or day of the week 

K. Administration and user software is backwards compatible with previous generation products and communicates with all networked DVR’s – including 8 & 16-channel units
L. Product line offers a fully ruggedized DVR for mobile applications 

M. Product line offers DVR’s for enterprise, small business and branch office locations

N. Fully integrated with Neural International “Global Facility Manager Elite” product line.
1. Network Bandwidth:
A. Provides ability to adjust bandwidth ceiling of each DVR for network transmission 
B. Network bandwidth can be controlled at the camera level 
C. Incorporates integrated features such as Adaptive Video Streaming to allow the system to automatically adjust to various bandwidth environments
1. Network Management:
A. Integrates seamlessly with existing IP networks and supports Ethernet, token ring and PSTN (dial-up) access

B. Provides static and/or DHCP IP addressing schemes 

C. Can be configured to maintain contact with remote DVRs that may change IP addresses (CDMA or Cable/DSL-expired DHCP leases)

D. Can co-exist on existing network without requiring changes 

E. Can be connected to existing network without impacting other devices 

F. Allows for connections to units through a firewall
1. Network Security and Data Integrity:
A. Provides protection against viruses 

B. Software implementation blocks all TCP and UDP ports not required for use and meets a C2 security level

C. Allows multiple access levels (user & administrator applications) with audit trail reports 

D. Allows the optional use of password authentication for access to individual DVRs 

E. Operational without the need for a keyboard, monitor and mouse connection in order to enhance data security (“headless operation”)

1. System Administration and Reliability:
A. One software package manages all networked DVRs – including 8 & 16-channel units 

B. All system administration can be performed remotely 

C. All units can be software upgraded simultaneously from a central location 

D. High capacity (120 GB and greater) internal hard drives are easily serviced and upgraded

E. Long term and redundant storage available through SCSI devices

F. Incorporates a unique docking station design for easy installation and servicing 

G. Fan-less operation for lower maintenance costs 

H. Incorporates a built-in UPS to guard against power fluctuations (no reboot required) 

I. Operates on a Linux Operating System (O/S) residing in Flash memory for enhanced reliability

J. Incorporates sophisticated hardware and software watchdog functionality that instantly notifies system administrators of any system problem

K. Administrator can set notification level for problem reporting 

L. System reporting capabilities can distinguish level of system operation and failure (e.g. detection of camera errors vs. hard drive failure)

M. DVRs can automatically synchronize time with a networked NTP source, and adapt to different time zones

N. No limitations on the number of user (video viewing) and administrator applications that can simultaneously access a DVR on the network

PART 3 - EXECUTION

3.1 GENERAL
A. The Contractor shall install all system components in accordance with the manufacturer's instructions, ANSI C2 and as shown, and shall furnish all necessary interconnections, services, and adjustments required for a complete and operable system as specified and shown.  

B. The Contractor shall survey the site to determine system-interfacing requirements.  During the walk through, inspect the site and survey the conditions to be encountered during performance of the work.  This shall be accomplished prior to starting the work.  Failure of the Contractor to become familiar with the site conditions shall not relieve the Contractor of responsibility for full completion of the work in accordance with the contract provisions.

C. Verify that all wires, cables, support security equipment are installed and ready for connection and integration with the rest of the system as provided by the Contractor.  

D. Examine area to be protected and verify that environmental characteristics will not affect effective communication and interfacing.  Report observed problems in writing.

E. Determine that power supplies, conduit, wires, cables, connections, and equipment are ready for installation and interfacing before attempting installation.

F. Check all power and communications cabling for continuity before making connections.  The Contractor shall coordinate with the work of the other trades towards the general purpose of having installation/construction progress as rapidly and as smoothly as possible with minimum interference between trades.

3.2 INSTALLATION
A. Install the equipment in accordance with the contract documents, all applicable codes and standards and the Manufacturer's written instructions.  The installed SMACS system shall meet all applicable equipment and performance requirements.

B. Standardize the installation practices and material to provide uniform materials and procedures to the maximum extent possible.

C. Locate pull boxes, wire-ways or other items requiring inspection, removal, or replacement conveniently and accessibly with reference to the finished facilities.

D. Installation of electrical service to equipment shall conform to specific UBC Codes and Standards, NFPA 70, and other applicable requirements.

E. The Contractor shall install the security equipment in accordance with the standards for safety, NFPA 70, UL 294, UL 681, UL 1037, and the appropriate installation manual for each equipment type.  Components within the system shall be configured with appropriate service points to pinpoint system trouble in less than 20 minutes.

F. All wiring, including low voltage wiring outside the control console, cabinets, boxes, and similar enclosures, shall be plenum rated except as required to enter an area through rigid steel conduit.

G. All equipment connected to alternating current circuits shall be protected from power line surges.  Equipment protection shall meet the requirements of ANSI C62.41.  Fuses shall not be used for surge protection.

H. All inputs shall be protected against surges induced on device wiring.  Outputs shall be protected against surges induced on control and device wiring installed outdoors.  All communications equipment shall be protected against surges induced on any communications circuit.

I. All enclosure penetrations shall be from the bottom unless the system design requires penetrations from other directions.  Penetrations of enclosures involving transitions of conduit and cable or cable from interior to exterior, and all penetrations on exterior enclosures shall be sealed with rubber silicone or similar sealant to preclude the entry of water.  

J. During and upon completion of the installation, all debris created by the Contractor’s installation shall be removed by the Contractor from the premises and disposed of as directed.

3.3 SITE TESTING
A. The Contractor shall provide all personnel, equipment, instrumentation, and supplies necessary to perform all site testing.  The user will witness all performance verification and endurance testing. Written permission must be obtained from the user before proceeding with the next phase of testing.  Original copies of all data produced during performance verification and endurance testing shall be turned over to the user at the conclusion of each phase of testing. 

B. The Contractor shall calibrate and test all equipment, verify signal/control cable operation, place the integrated system in service, and test the integrated system. 

C. The Contractor shall demonstrate that the completed SMACS complies with the contract requirements.  Using approved test procedures, all physical and functional requirements of the SMACS project shall be demonstrated and shown.

D. The Contractor shall demonstrate SMACS system reliability and operability at the card access portals for anticipated throughput rates.  The endurance test shall be conducted in phases as specified.  The test shall be conducted 24 hours per day for three (3) consecutive calendar days, including holidays, and the system shall operate as specified. 

3.4 SYSTEM COMMISSIONING
A. The Contractor shall be responsible for ensuring that the SMACS installation and related interfaces are completed and operational and shall certify the installation.  When specified factory certification can also provided under separate contract.  After all installation and acceptance test requirements specified have been complied with, the equipment shall be commissioned.  After commissioning has been completed, the user will take possession of the equipment and utilize it in accordance with the conditions described in the contract documents.

B. Documentation of outstanding work items shall take the form of punch lists of critical action items lists, which describe the work, the expected completion schedule, and the impact upon operation.  Depending upon the nature of the outstanding work items, the user may grant a waiver to accomplish partial commissioning of any of the equipment.  Completion of waived outstanding work items shall then be assigned to the post-commissioning operations and maintenance.

3.5 TRAINING
A. The Contractor shall be a Neural International factory certified integrator who maintains Neural International factory certified personnel at the job site at all times during the installation.  Factory certification requires not less than one week of basic training and not less than one week of advanced training.

B. The Contractor shall conduct training courses for designated personnel in the routine maintenance and operation of the SMACS as specified.  The Contractor shall prepare, administer, and conduct a training program for designated operator personnel to fully and efficiently operate the installed SMACS and maintain configurable databases.  Training shall be in sufficient scope and depth to ensure that all designated personnel who complete the program shall be fully qualified, certified, and capable of operating the system and subsystems as installed.  The Contractor shall provide training, orientation, and "hands-on" practical familiarization necessary to ensure a smooth transition between system installation and operational activities.  All required training shall be completed at least seven (7) days prior to scheduled commissioning.  
C. Operator training shall be provided at each completed site for a period of 2 consecutive training days at least two weeks prior to the scheduled turnover of the system.  Upon completion of this course, each student, using appropriate documentation, should be able to perform elementary operations with guidance and describe the general hardware architecture and functionality of the system.  Upon completion of this course, each student should be able to start the system, operate the system, recover the system after a failure, and describe the specific hardware architecture and operation of the system.  The course shall consist of hands‑on training under the constant monitoring of the instructor.  The instructor shall be responsible for determining the appropriate password to be issued to the student commensurate with each student's acquired skills at the beginning of each of these individual training sessions.  Upon completion of this course, the students should be fully proficient in the operation of the system.  
D. Provide and use all training aids such as films, slides, audio/video tapes, etc. as necessary to complement instruction and enhance learning.  Also provide hardware/equipment, materials, and other facilities necessary for use to perform operation and simulated system and equipment adjustments during training.

E. When specified, the Contractor shall provide an on-site key-lock operated phone line switch at the end-user site to allow operation of the Host computer by remote control software such as PC-Anywhere or equivalent to provide remote assistance to the end-user through the computer modem.  The Contractor shall also maintain an up-to-date computer and software including end-user site application programs to be able to log on to the end-user equipment upon end-user request.

End of Section

PAGE  
Page 39 of 39

